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25X1

26 MAY 1388

MEMORANDUM FOR: Executive Director

VIA: ' Deputy Director for Administration

FROM: STAT

Director of Security

SUBJECT: National Operations Security Program

REFERENCE: National Security Decision Directive

Number 298, dtd 22 January 1988

1.. The attached memorandum requests each Deputy Director
to select a point of contact to represent their directorate in
upcoming meetings regarding the establishment of a formal
National Operations Security Program (OPSEC) for the Agency.

- As the Central Intelligence Agency (CIA) member to the

Interagency Group for Countermeasures (Policy) [IG/CM(P)], my
Office will serve as the focal point for coordination within
the Agency.

2. It is recommended that you sign the attached memorandum
addressed to the Deputy Directors. : STAT

Attachment-

10S/PB/PPS| (25 mMay 88) ! STAT

‘Distribution:!
! Orig - To be returned to D/SEC!

- - DDA.

“ :‘"’v'_"i"-"Ev‘R :

- C/CI Staff/DDO:

- OGI!

oc:

- NIO/FDIA!

- SMS/DDS&T:

- D/0S Chrono! )
- PPS Chrono!

- OS Registry!
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0S 8-5546

CONFIDENTIAL
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k2 JUN 1873

MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Intelligence
Deputy Director for Operations
Deputy Director for Science and Technology

FROM: Executive Director

25X1 SUBJECT: National Operations Security Program

1. The attached National Security Decision Directive
(NSDD) Number 298, entitled "National Operations Security
Program," was approved by the President on 22 January 1988.
This Directive establishes a National Operations Security
Program (OPSEC) and calls for each executive department and
agency substantially involved in or supporting national
security missions with classified or sensitive activities to
25X1 establish a formal OPSEC program.

2. It is requested that each addressee identify an officer

to serve as an OPSEC focal point within your directorate. This

individual will be requested to participate in upcoming

meetings chaired by the Office of Security (OS) to address the

establishment of a formal OPSEC program within the Agency. It

is anticipated that initial discussions will cover specific

requirements set forth in NSDD 298 and determine the

application of those requirements within each directorate.

Please forward the name and secure telephone number of your

directorate point of contact to the Policy and Plans Staff,

Office of Security (PPS/0S), | ‘by STAT
‘ Friday, 10 .June.-1988. |
| 3. Questions may be directed to C/PPS/0S, STAT
| on STAT
STAT

James H. Taylor
Attachment

cc: Comptroller

25X1 25X1 CONFIDENTIAL
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SUBJECT: National Operations Security Program

CONFIDENTIAL

0S/PB/PPS] | (13 Apr 88)
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1 - pbA
1 - DDI
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1 - Comptroller
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SUBJECT: National Operations Security Program

0S/PB/PPS| | (13 apr 88) STAT
Distribution: ’ : .
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1 - DDO
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1l - Comptroller

1 - ER

1 - c/cI Staff/DDO

1 - 0GI
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1 - NIO/FDIA
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THE WHITE HOUSE

WASH!NGTON

January 22, 1988

I”\s
L |
N
P T
o
o

MEMORANDUM FOK THE VICE PRESIDENT

SUBJECT:

The Presldent has appr%ve
Deczsxon Directive (NQQD)
J‘\

THE SECRETARY OF STATE
THE SECRETARY OF THE TREASURY
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THE SECRETARY OF THE INTERIOR
THE SECRETARY OF AGRICULTURE
THE SECRETARY OF COMMERCE
THE SECRETARY OF LABOR
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF CENTRAL INTELLIGENCE
UNITED STATES REPRESENTATIVE TONTHE UNITED NATIONS
UNITED STATES TRADE REPRESENTATIVE
CHIEF QOF’ STAFF TO THE/PRESIDENT ‘&
ASSISTANT TG THE PRESIDENT FOR, POLICY DEVELOPMENT
CHALRMAN, JQINT CHIEFS-OF STAEF :§

xﬁ%gggg [UCLEAR REGULATORYQGOMMBﬁSION
AD RA R, AGENCY FOR INTE_\_ A'I‘I'ONAL

DEVEIPMENT ' = '
DIRECTOR, ARMS CONTROL‘AND DISARMAMENT AGENCY
DIRECTQR, OEFICE OF ‘SCIENCE .ANB TECHNOLOGY POLICY
ADMINISIRATQR, GENERAL SERVICES ADMINISTRATION
DIRECTQER ITED STATES, INFORMATION AGENCY
ADMINISTR , NATIONAL‘AERONAUTICS AND SPACE

ADMINISTRATION
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION
DIRECTOR, FEDERAL EMERGENCY MANAGEMENT AGENCY
DIRECTOR, NATIONAL SCIENCE FOUNDATION
DIRECTOR, NATIONAL SECURITY AGENCY
DIRECTOR, OFFICE' OF PERSONNEL MANAGEMENT
CHAIRMAN, PRESIDENT'S FOREIGN INTELLIGENCE

ADVISORY;BOARD TG A
CHAIRMAN, fP SIDENT'S INTELLIGENCE OVERSIGHT BOARD
DIRECTOR,” INFORMATION -SECURLTY OVERSIGHT OFFICE
DIRECTOR, WHITE HOUSE MILITARY OFFICE

; 3

National Operatlens ’Secﬁrlty Brog;am

3 ‘i‘ _gfi

curity
®perations

.E‘G‘
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Securlty Program (OPSEC) .,?&él‘hls unclas;x’fled NSDD caIls for each
Executive department and/aggncy subst:antxa.u.y J.nvolved in or
supportlng national security missionsgy whbh classx,fled or
sensitive activities~to establish a fgumal OPSEC jprogram. While
the NSDD cannot be circulated, a Fact™ Sheet contalining identical

STAT information should+be given: the widest distribution possible oOCA
within your agency/department. The DCI should provide copies to /

the appropriate committees of Congress. /"*‘:Qp-é.,

(‘t
FOR THE PRESIDENT: ‘ ""daq

‘ol-lx'ib Ky

Assxstant to the President
"for National Security Affairs

STAT

Attachments ;
Y
NSDD : : Fl L
Fact Sheet . ' __ 7
: . st | 3 .
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WAsuaNGTON?:

. ‘ < : Janu@ry~22;”fﬁ88

NATIONAL SECURITY DECISION I yg
DIRECTIVE NUMBER 298

NATIONAL OPERATIONS SECURITY PROGRAM F

AN

OBJECTIVE

Security programs and procedures already exlst to protect clas-
sified matters. However, information generally available to the
public as well as certain detectable activities reveal the
existence of, and sometimes details about, classified or
sensitive information or undertakings. Such indicators may
assist those seeking to neutralize or exploit U.S. Government
actions in the area of national securlty. Application of the
operations security (OPSEC) ,process promotes operational effec-
tiveness by helping prevent’the inadver el romise of -
sensitive or classified U S' Governmen67§ct1v1t S, capabilities,
or intentions. 5

OPSEC PROCESS

The operations sec i identifica-
tion of critical 1nforma io . _ Analysis of
vulnerabilities, assessmentu f rls-f 33 if PIn of appro-
priate countermeasures 4 Th’ procesg o i Nexamination

ltht of the known collectid capablllvahxu‘ wtfs

saries. Such evidence usuéTiy derives frompenly available

data. Certain indicators may be pieced together or interpreted

to discern critical information. Indicators most often stem from

the routine administrative, physical, or technical actions taken

to prepare for or execute a plan or activity. Once identified,

they are analyzed against the threat to determine the extent to S

which they may reveal critical ifformation. Commanders and

managers then use these threat and vulnerability analyses in

risk assessments to assist®in the select;on‘%&anadoptlon of

countermeasures. y”fg : )
s

OPSEC thus is a systematic

nd provedd prf# ¥y which the U.sS.
Government and its supportiflg contra&tg¥R e to potential
adversaries informafiondabolt capabilities i  irtentions by
identifying, contrSiff protectlng genef¥ lyinclassified
evidence of the plannfng execu RN flivdlGovernment

activities.

Declassified in Part - Sanitized Copy Approved for Release 2013/09/03 : CIA-RDP91B00390R000300280002-5




Declassified in Part - Sanitized Copy Approved for Release 2013/09/03 : CIA- RDP91 800390R000300280002 5

e

'* APPLICATION o -v"" e

Indicators and vulnerabxlltles are best Ldentlflea thtough
detailed OPSEG plannxng before activities statt. .They may also
be identified during or.after the conduct of routine functional
activities by analyzing,how functions are actually performed and
the procedures used. -‘Planning and analysis proceed from the
adversary's perspective. To assist in OPSEC planning and
analysis, OPSEC planning guidance must be develbped’]OLntly by
those most familiar with the operational-aspects of a particular
activity together with their supporting lntelllgence elements.

OPSEC planning qu1dance&should take account of- those aspects of
an activity that should be protected in light of U.S. and
" adversary goals, estimated key adversary questions, probable
adversary knowledge, desirable and harmful adversary apprecia-
tions, and pertinent intelligence threats. OPSEC planning
guidance should also outline OPSEC measures to complement
physical, information, personnel, signals, computer, communica-
tions, and electronic security measures. OPSEC measures may
include, but are not llmlted to, counterlmagggy, cover, conceal-
ment, and deception. 3 9

In the OPSEC process, Jdf i ish between
analysis of threat angd , v and, and

v the use of
ligence

re made by
etermine the
ZThe decision-

- analyses, but ultim1;~f%
commanders, supervisd
aspects of a program or

resource management mu‘f
where and how OPSEC wil¥

POLICY

A National Operations Security Program is hereby established.
Each Executive department and agency assigned or supporting
national security missions with classified or sensitive activi-
ties shall establish a formal OPSEC program with the follow1ng
common features:

-~ Specifié assignment g
and implementationd

JV __
- Specific requxrements¢
anticipation o ’
agency activity.
LA

& o in

-te.;~U¢¢;g department or

L Direction to use ©) SEG] analytiTEIR
identifying vulner® i I
measures. :
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~damage to national security when OPSEC problems arise.

- Enactment of measures:to ensure that all personnel commen-
surate with their positions and security clearances, are
aware of~hostile 1ntelllgence threats and understand the
OPSEC process. ! :

-- Annual review and evaluation of OPSEC procedures so as to
assist the improvement of OPSEC programs.

- Provision for intefagehcy supporhtand cooperation with
respect to OPSEC programs.

Agencies with minimal activities that could affect national
security need not establish a formal OPSEC program; however, they
must cooperate with other departments and agencies to minimize

ACTION

Heads of Executive departments and agencies assigned or support-

ing national security missions»

Heads of Executive departments or agencxes w1th natlonal security
mlSSlonS shall: o B .

'l

-- Establish orgaanatlonal OPSEC

:’.J

L -- Issue, as appfbprﬁate% OPSEC polxcxesﬂ?procedures, and

 planning guldancea and . ‘ ,
b }'3 £ - -.‘--i ]
- Designate departmental and age

Further, they shall adVLSeqthe Natxngalt'ecurlty Counczl (NSC) on
OPSEC measures required ofiother Exechative departments and

3 _
agencies in order to achi@éwe and mainth¥gre fective operations or

- activities. In this connection, the Joint Chiefs of Staff shall

advise the NSC of the impact of nonmilitary U.S. policies on the
effectiveness of OPSEC measures taken by the Armed Forces, and
recommend to the NSC policies to minimize any adverse effects.

Chairman, Senior Interagency Group for Intelligence (SIG-I).

Consistent with previous Directives, thesSIG-I has responsibility
for national OPSEC pO‘lC; formulation,, resolutlon of interagency
differences, guidance on nAtional- le%il OPSEC tralnlng, technical
OPSEC support, and adv;ce3$o indivi atﬁﬁxechtlve departments and
agencies. The National Operatlons C ty AdVLSOry Committee

(NOAC), as part of-the. SIG;I struc ~4nd functioning under the
aegls of the Interagency Group for Countermeasures (Policy),

== Advise the SIG-I ¥trufture oﬁ‘
vulnerabilities and propose correctlye measures,

Y 43 [ '4
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- As requested, consult with, and provide advice and recom-
mendations to, the;var1®u§~deparxments\§nd agencies concern-
ifig OPSEG vulnerabilities and corrective measures;

-- On: an ad hoc basis, chair meetings of representatives of two
or more Executive departments Or agencies having competing
interests or responsibilities with OPSEC implications that
may affect national security interests. Analyze the issues
and prepare advisory memoranda and.recommendations for the

- competing agencies. In the event NOAC fails to resolve
differences, it shall submit the issue, together with its
recommendation, to. the SIG-I for resolution, which may
recommend a meeting of the Policy Review Group (PRG) to
consider the issue;

-~ Bring to the attention of the SIG-I unsolved OPSEC vulner-
abilities and deficiencies that may arise within designated
programs and activities of the Executive branch; and

-- Specify national-level requirements for intelligence and
counterintelligence OPSEC support to-the SIG-I.

PR od

Director, MNational Secu:it§ Agenéy.;}f
) S o~ s

: : 3
The Director, Natiop§d Security Ageﬁé_in' i qh

ggated Executive
apacity, he has

responsibility to¥ 'S X 1ps gagragencies, as
needed, to establ15150253C§p:og:am§; develop ‘@and provide inter-
agency OPSEC training :Gourses; and{e€s®¥dblish alid miintain an
Interagency OPSEC Suppdrt iStaff (IQ§573 #nembérship shall
include, at a minimum,Ha répresentégivé%,;,_'i Deﬁﬁrtment of
Defense, the Department ofiEnergy, “the Céntfal Intelligence
Agency, the Federal Bureauwof Investigation, and”the General
Services Administration<®xThe I0SS willi iwm

- Carry out interagency, national-level, OPSEC training for
executives, program and project managers, and OPSEC
specialists; '

-= Act as consultant to Executive departments and agencies in
connection with the establishment of OPSEC programs and
OPSEC surveys and analyses; and XTI,

% ,
wd e N
=

-~ Provide an OPSEC technical staff for.the SIG-I.
: / SR .
Nothing in this digsptive:é T %f 4? %

.

27 S .57 . L
-- Is intended “to, infringe on the authorlﬁ{gi and responsibili-
ties of the Director f Centra ot l‘ceﬁgo protect
ey YL d <

. ra telligqg
intelligence sources Hnd method®¥ nor thage any member of

the Intelligence Commudnity as? 'i,fied#~ Executive Order
No. 12333; or T B A - ey :
| /
-
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-- Implies an authority: on the part of-“the SIG-I Interagency

: Group for Countermeasures (Policy) or the NOAC to examine .
the facilities or operations of any Executive department or

agency without the approval of the head or such Executive

department or agency.
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